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MEMORANDUM FOR: Career Management Officer, DDA 

FROM: Robert W. Gambino 

Director of Security 

SUBJECT: Industrial Security Program (U) 


REFERENCES: (a) Routing and Record Sheet from the 

Executive Officer, DDA dated 7 October 
1977, same subject 

(b) Memorandum from Director of Security 
to Career Management Officer, DDA 
dated 4 October 1977, same subject 


1. (C) The 30 additional positions authorized the 

Office of Security by the Director of Central Intelligence 
in FY78 and FY79 for enhancing our industrial security 
program will be used as follows: 

a. Sixteen positions have been allocated to 
form an industrial security audit branch. This 

branch will conduct periodic, unannounced, comprehensive 
security inspections of industrial contractor facilities. 

b. Two positions have been allocated to the 
Information Systems Security Group to provide computer 
security support for the industrial audits of contractor 
computer facilities. 

c. Five positions have been allocated to the 
Special Security Center. Three of these positions 
involve sensitive compartmented information (SCI) 
policy support to the industrial area and the industrial 
security audit program. The two remaining positions 
are dedicated to managing the SCI clearance program 

as it applies to industry. Specifically, their 
responsibilities will include monitoring the number 
of access approvals in industry; developing and enforcing 
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guidelines for the justification of issuing industrial 
SCI approvals and assisting in investigations of 
unauthorized disclosures of SCI that may originate 
or appear to originate in the industrial iv^orld. 

d. Seven positions have been allocated to the 
Polygraph Branch. These additional personnel x^ill 
be used exclusively to perform polygraph examina- 
tions on key personnel in industrial organizations 
currently holding sensitive Agency contracts. 

2. (C) Apart from those recommendations specifically 

relating to industry, there is another requirement arising 
specifically from the Moore case which I wish to address 
immediately and which will require additional positions 
to accomplish. The staff field reinve^igaTioh and'Teinvesti- 
gation polygraph program must be established on a five-year 
cycle. This would resu lt in the field reinvestigation and 
repolygraphing of i^^^employees per year. To this end I 
will and two clerical positions 

for t he which 

heavies^oSoe^o^^^S^re^mv^tigations ; three professional 
and two clerical positions for the Clearance Division to 
assist in the scheduling, appraisal and adjudication of the 
reinvestigation/repolygraph programs and three professionals 
and one clerical for the Polygraph Branch to enable it to 
meet administrative and op^r^ional requirements implicit 
in reaching the target of staff repolygraphs per year. 25X9 

3. (C) It is my desire to implement a formal industrial 
Audio Countermeasures Inspections (ACM) program of CIA 
contractor facilities as soon as possible. We would be 
remiss as an Agency if we strengthen all other phases of 

an industrial security program and neglect the very real 
possibility of hostile audio penetrations of our sensitive 25X1A 
contractor facilities. Indeed, the need for such inspections 
has already been raised in a recent industrial secuir^j^audit 
report and is a suggested course of action in the^^^^H 
Manual. 

4. (C) A prog^m designed to permit annual ACM 
inspections of HHH s®^sit ive facilities and biannual 
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inspections of another locations would require the 4 

addition of six profess^^^^^ositions and one clerical 
position to the Technical Security Division. Additional 
funds in the amount of $250,000 would be required for 
one time non-personnel service costs (equipment) as well 
as $125,000 annually to cover travel and per diem expenditures. 


5. (C) Since it is my intention to move as rapidly 

as possible on these programs, your earliest attention to 
the need for the additional personnel and funding would 
be appreciated. 


25X1A 
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3 October 1977 


NOTE FOR: Acting Deputy Director for Administration 
FROM 

SUBJECT : Industrial Security Program (C) 


1. (AIUO) Attached is a proposed answer to Jack 
including plans from both the Offices of Communications 
and of Security. You may want to rewrite this in your 
own words. 

2. (AIUO) In addition attached is a memorandum to the 
Office of Communications approving their proposed plan. As 
you will note, although it was addressed to me, they did 

ask for approval so that they can continue. 25X1 A 



Attachments 
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MEMORANDlBi Career Managem^it Officer, DDA 


FROM; 


SUBJECT: 
REFERENCES ; 


Robert W. Gambiiio 
Director Of Security 

Industrial Security Program (U) 

fa) Routitxg and Record Sheet from the 
^ ExecutVe Officer, DDA dated 7 October 
1977, same subject 

(b) Memorandum Director of Security 
to Career MahRgement Officer, DDA 
dated 4 Octob^ 1977, same subject 
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1. (C) The 30 additional positions authorized tho 

Office of Security by the Director of Central Intelligence 
in FY78 and FY79 for enhancing our industrial security 
program will be used as follows: 

a. Sixteen positions have been allocated to 
form an industrial security audit branch. This 

branch will conduct periodic, unannounced, comprehensive 
security inspections of industrial contractor facilities. 

b. Two positions have been allocated to the 
Information Systems Security Group to provide computer 
security support for the industrial audits of contractor 
computer facilities. 

c. Five positions have been allocated to the 
Special Security Center. Three of these positions 
involve sensitive compartmented information [oCIj 
policy support to the industrial area and the industrial 
security audit program. The two remaining positions 
are dedicated to managing the SCI clearance program 

as it applies to industry. Specifically, their 
responsibilities will include monitoring the ntmber 
of access approvals in industry; developing and enforcing 
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guidelines for the justification of issuing industrial 
SCI approvals and assisting in investigations of 
unauthorized disclosures of SCI that may originate 
or appear to originate in the industrial world. 


d. Seven positions have been allocated to the 
Polygraph Branch. These additional personnel vHll 
be used exclusively to perform polygraph examina- 
tions on hey personnel in industrial organizations 
currently holding sensitive Agency contracts. 


~2T^ (C) Apart from those recommendations specifically 
relating to industry, there is another requirement arising 
specifically from the Moore case which I wish to address 
immediatel])^ and which will require additional positions 
to accomplish. The staff field reinvestigation and reinvesti- 
gation polygraph program must be established on a five-year 
cycle. This woul^re^lt in the field reinvestigation and 


repolygraphing of 
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employees per year. To this end I 

1 and two clerical positions 
which will carry the 
teinvestigations ; three professional 
and two clerical positions for the Clearance Division to 
assist in the scheduling, appraisal and adjudication of the 
reinvestigation/repolygraph programs and three professionals 
and one clerical for the Polygraph Branch to enable it to 
meet administrative and operational requirements implicit 


in reaching the target of 


|staff repolygraphs per year. 25X9 


3. (C) It is my desire to implement a formal industrial 

Audio Countermeasures Inspections (ACM) program of CIA 
contractor facilities as soon as possible, l/e would be 
remiss as an Agency if we strengthen all other phases of 
an industrial security program and neglect the very real 
possibility of hostile audio penetrations of our sensitive 25X1A 
contractor facilities. Indeed, the need for such inspections 


has already been raised in a recent industrial se 
report and is a suggested course of action in the 
Manual . 
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inspections of another mH locations would require the 
addition of six profess^nal^ositions and one clerical 
position to the Technical Security Division. Additional 
funds in the amount of $250,000 would be required for 
one time non-personnel service costs (equipment) as well 
as $125,000 annually to cover travel and per diem expenditures. 

5. (C) Since it is my intention to move as rapidly 

as possible on these programs, your earliest attention to 
the need for the additional personnel and funding would 25X1A 
be appreciated. 


Robert W. Gambino 
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